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PREVENTING
EXACERBATION OF
AN ADE WITH
AUTOMATED
DECISION SUPPORT

A BSTRACT

This case demonstrates that, despite physician disregard of appropriate expert system

warnings during computerized physician order entry, the distribution of alert “override”

warnings to non-physician members of the clinical team can belp avert adverse drug events.

WILLIAM L. GALANTER, MD, PHD, ROBERT J. DIDOMENICcO, PHARMD, AND
AUDRIUS POLIKAITIS, PHD

dverse drug events (ADEs) are receiving sig-
A nificant attention in the public media as well
; as in the medical literature. ADEs have been
shown to contribute to the morbidity and
mortality associated with the treatment of disease, as well
as the cost of the care.'* Many ADEs are preventable, with
estimates in the literature ranging from 20 to 69 per-
cent.">%7 Preventable ADEs are often the result of medica-
tion errors, defined as errors in drug ordering, transcribing,
dispensing, administering, or monitoring.*

Medication errors that adversely affect patient outcomes
have been estimated to occur in 0.25 percent of all hospi-
talized patients.” The 1999 Institute of Medicine report
raised awareness to the magnitude of this problem. This
report estimated that ADEs related to medication errors
resulted in tens of thousands of deaths annually.™

Therefore, efforts to reduce medication errors have the abil-
ity to lower the rate of ADEs substantially and improve the
overall delivery of healthcare.

Information and knowledge offered to the clinician in
order to facilitate the best decision and thereby reduce med-
ication errors is termed clinical decision support (CDS). CDS
can be completely manual, fully automated, or a mixture of
technology and human intervention. Several studies have
shown that employing clinical pharmacists as a form of CDS
reduces medication errors and associated costs."'** Chertow
describes a fully automated approach to reducing medica-
tion errors at the time of computerized physician order
entry (CPOE) in patients with impaired renal function.' A
mixed system was described in a study by Raschke, in
which computerized medication safety alerts were automati-
cally generated to pharmacy professionals, who then manu-
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ally communicated these alerts to physicians.”

The best method to communicate CDS generated alerts
to practitioners has not been determined. As CPOE use
becomes more prevalent in our healthcare system, it is like-
ly that automated CDS systems will interact directly with
practitioners during the ordering process. However, a broad
spectrum of alerts may be generated outside of the ordering
process related to recently reported abnormal laboratory
results, recommendations made by consulting practitioners,
or changes in the patient’s clinical status as documented by
the nursing staff. Therefore, additional methods of dissemi-
nating information generated by automated CDS systems
must be considered in order to adequately communicate the
potential for medication error to practitioners as well as to
increase the likelihood of the most efficacious decision.

Establishing different tiers of safety alert communication
to clinicians, based on the severity or acuity of the potential
medication error may be preferable. If the potential for
error or harm is less significant, a safety alert that simply
warns the clinician of the potential for ADEs during the
medication ordering process may be sufficient.

In situations where the potential for harm is more criti-
cal, a more advanced and aggressive safety alert may be
helpful. Safety alerts of this type may have a default clinical
action associated with them (e.g., discontinuation of a par-
ticular medication), forcing the practitioner to disregard or
“override” the recommendation in order to proceed with
the medication order.

In the event a practitioner “overrides” such an alert, the
potential risk for medication error remains. Therefore, an
escalation of the alert notification process may be necessary
to inform other clinicians of the potential for medication
error and resultant ADE. The “override” communication
may take the form of a page, e-mail, phone call, or print-
out, and may be dependent on the estimated severity
of the potential medication error identified. This
“override” communication may also transfer
some of the responsibility for evaluating
and preventing the potential medica-
tion error to each of the practition-
ers notified by the CDS system. As
CDS systems are widely
deployed, consideration must be
given to the modes of communi-
cation and appropriate recipi-
ents that need to receive alert
“override” warnings.

Digoxin is a drug used in the
treatment of heart failure and
supraventricular arrhythmias. This
drug has a narrow therapeutic
index, meaning that the drug level
that is potentially harmful is not much
higher than the level that is beneficial.
While effective in treating these conditions,
relatively minor changes in dose or clinical status
of a patient may dramatically increase the potential for seri-
ous, even life-threatening toxicities. Studies have shown that
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Figure 1. Clinical decision support (CDS) system
triggering events, logic, and resulting actions.

Trigger: Clinician places order for Digoxin
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Example of rule logic that generates real-time alerts
while ordering digoxin for patients receiving potentially
interacting drugs, with concomitant electrolyte abnor-
malities, or with elevated digoxin levels.

the clinical and economic impact of digoxin toxicity can be
worse than the underlying diseases it is used to treat.'®”
Adverse drug events with digoxin are, in most cases, the
result of medication errors due to drug interactions, existing
electrolyte abnormalities, lack of dosage adjustment in
patients with renal insufficiency, or a combination of the
three.'*”® Because medication errors with digoxin are
rather predictable, preventable, and can be easi-
ly identified through determination of ele-
vated serum digoxin levels, digoxin is an
excellent target for automated CDS as
a means to prevent ADEs.
At the University of Illinois
Medical Center at Chicago, we
employ an automated CDS sys-
tem that utilizes a variety of
safety alerts and communication
modes to warn clinicians of the
potential for medication errors.
The case described below
demonstrates our multi-level CDS
system, the utility of using various
modes of communicating safety
alerts to practitioners, and the limita-
tions of such systems.

costs.”

Case Example
Clinical Decision Support System. The hospi-
tal is an urban academic teaching institution with CPOE in
use for over 10 years. The majority of the medication orders
(66%) are placed directly by physicians, primarily resident
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physicians. Drug-drug and drug-allergy interaction checking
is employed as a mandatory part of the ordering process.
Patient allergies must be documented before the CPOE sys-
tem allows placement of a medication order. In addition, a
more sophisticated CDS (Discern Expert, Cerner Corporation)
is employed. A suite of CDS rules was developed to assist
physicians in prescribing digoxin more safely and appropri-
ately warn of the potential for medication errors.

The digoxin CDS rules use patient-specific information
maintained in the electronic medical record, including renal
function assessments (serum creatinine, calculated creatinine
clearance), serum electrolyte concentrations (potassium and
magnesium), serum digoxin concentrations, and concomi-
tant medication orders (e.g., amiodarone, quinidine, elec-
trolyte supplementation, etc.) to identify potential med-
ication errors associated with digoxin.

The CDS system can be evoked by
ordering a medication (digoxin or
interacting drug), in response to
abnormal laboratory results that
may precipitate digoxin toxici-
ty, or in response to an “over-
ride” alert (described above).
When a potential medica-
tion error is identified by
the CDS system, safety
alerts are communicated to
the prescriber, warning of
potential ADEs and sug-
gesting ways to minimize
or prevent them.

Communication of these

safety alerts is done in sever-
al ways: directly to the pre-
scriber at the time of order
entry (real-time), via printout at
designated nursing stations and
inpatient pharmacies, and to an elec-
tronic clinical inbox (similar to e-mail) of

designated providers caring for the patient. A

schematic of the CDS system triggers, logic, and resulting
alerts for ordering digoxin is illustrated in figure 1.

Patient Case. A 36-year-old woman with a past medical
history of congestive heart failure, valvular heart disease,
atrial flutter, and non-sustained ventricular tachycardia pre-
sented to the emergency department complaining of pro-
gressive shortness of breath over several months, worsening
over the last few days prior to admission. She also com-
plained of palpitations and chest pressure for one day. She
was diagnosed with an acute exacerbation of congestive
heart failure and atrial fibrillation with a rapid heart rate,
ranging from 120 to 190 beats/minute. Basic laboratory tests
revealed impaired renal function (serum creatinine 1.7
mg/dl, calculated creatinine clearance 38 ml/min), low
serum magnesium, and low serum sodium. She weighed
58.2 kg (128 pounds).

In the emergency department, the patient was given
digoxin 0.5 mg intravenously. This medication order was
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communication may take the form of
a page, e-mail, phone call, or printout,
and may be dependent on the estimated
severity of the potential medication error
identified. This ‘override’ communication may
also transfer some of the responsibility for
evaluating and preventing the potential
medication ervor to each of the
practitioners notified by the
CDS system.”

written by hand, not ordered via CPOE, thus the computer-
ized CDS system was not engaged during the order
process. The patient was also treated with intravenous dilti-
azem and furosemide.

The patient was subsequently admitted to the telemetry
unit. A subsequent order for digoxin 0.25 mg intravenously
was ordered by the medical intern. During the ordering
process, the ordering physician received three separate safe-
ty alerts warning of the potential for ADEs with digoxin: the
first warned that the patient’s low serum magnesium increas-
es the risk of digoxin associated ADEs, the second warned
that the patient’s impaired renal function increases the risk
of an elevated digoxin level, subsequently increasing the risk
of a digoxin associated ADE, and the third alert warned that

no recent assessments of the serum digoxin concentra-
tion had been performed, based on the knowl-
edge of prior use of digoxin in this patient.
Examples of these alerts are shown in
figure 2. In response to these safety
alerts, the physician ordered a
serum digoxin level for the fol-
lowing morning, but did not
order magnesium supplemen-
tation as suggested.
A few hours later, the
same physician ordered a
third dose of digoxin, 0.25
mg intravenously, to com-
plete a digoxin “loading”
dose. The physician
received the same safety
alerts, warning of the low
serum magnesium, impaired
renal function, and no assess-
ment of serum digoxin concen-
trations. The physician again failed
to order magnesium supplementation.
The following morning, magnesium
was ordered by another physician in
response to the patient’s low serum magnesium.
Laboratory results again revealed impaired renal function
and an elevated serum digoxin concentration of 3.3 ng/ml
(normal range <2.2 ng/mD. The patient was experiencing
symptomatic bradycardia (heart rate 59 beats/minute). The
elevated digoxin concentration triggered the automated CDS
system, resulting in a printed warning at the designated
pharmacy and nursing station. Notice of this elevated digox-
in concentration was also forwarded to the clinical inbox of
all physicians and pharmacists caring for the patient.

In response to the generated alerts, follow-up from phar-
macy and nursing was initiated, and the digoxin order was
discontinued. Several hours later, a physician ordered
digoxin 0.25 mg orally as a maintenance dose. This order
triggered another safety alert warning for poor renal func-
tion, and strongly advised against ordering more digoxin
due to the recently posted elevated serum digoxin level.
Based on advice from a supervising physician, the physi-
cian disagreed with this alert recommendation, “overrode”
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the default alert action that would have cancelled the order,
and proceeded with the order for digoxin.

The act of “overriding” the alert recommendation initiat-
ed mechanisms to notify other clinicians of the potential for
digoxin ADEs in this patient. Subsequently, safety alerts
were printed in the pharmacy and at the nursing station
and were also forwarded to the electronic clinical inbox of
the patient’s designated healthcare providers. In response to
this alert “override” warning, a pharmacist intervened and
initiated a discussion with the physician regarding the exist-
ing ADE and the high risk of exacerbation if the digoxin
order was continued. Digoxin was ultimately discontinued
before the patient could receive subsequent doses.

The patient’s symptoms gradually resolved and
her serum digoxin concentration decreased to
1.8 ng/ml the following morning. The
patient was eventually discharged on
the fourth day of admission. It is
unlikely that this ADE caused any
permanent harm to the patient or
increased her length of stay.

Discussion

Case Analysis. This case
demonstrates that ADEs can still
occur despite the use of CPOE
and CDS systems. In the case
reported here, an ADE associated
with digoxin did occur (symptomatic
bradycardia); however, exacerbation
of this ADE was likely prevented by the
automated CDS system and the human
interaction of qualified healthcare providers.
The etiology of this ADE was likely multifactorial.
The bradycardia and supratherapeutic digoxin levels were
dose-related, but concomitant drug therapy (diltiazem) like-
ly contributed as well.

The pharmacokinetics and pharmacodynamics of digoxin
are well understood. Digoxin has an elimination half-life of
1.6 days, the kidneys being the primary elimination route.”
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Real-time alerts that appear when digoxin is ordered for a patient with
low serum magnesium level, impaired renal function, and no recent
assessment of serum digoxin concentration.

“An ADE

associated with digoxin did
occur (symptomatic bradycardia);
however, exacerbation of this ADE
was likely prevented by the automated
CDS system and the human
interaction of qualified

healthcare providers.”

\ Because of the prolonged half-life,
digoxin is often given as a “loading

dose” to rapidly increase serum con-
centrations followed by a mainte-
nance dose to maintain steady-state
digoxin concentrations. While there
are several methods of determining
an appropriate loading dose of
digoxin, the method described by
Jelliffe and Brooker is generally
regarded as the standard; the dose is
10-15 mcg/kg, given as two or three
divided doses, each six hours apart
from one another.®

Maintenance doses are dependent
upon a patient’s weight and renal
function. Patients weighing less or
who may have renal impairment
require smaller maintenance doses compared to larger
patients or those with normal renal function. Our patient
was given a total 1,000 mcg (17 mcg/kg) as a loading dose,
higher than that recommended by Jelliffe, resulting in
supratherapeutic digoxin concentration and contributing to
her ADE. Because our patient also had renal insufficiency,
the prescribed maintenance dose (0.25 mg) was more than
that recommended for someone with her degree of renal
insufficiency.
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The CDS system at the University of Illinois warns clini-
cians when renal insufficiency is present in patients pre-
scribed digoxin, suggesting dosage adjustment to reduce
the potential for ADEs. In addition, it warns clinicians when

electrolyte abnormalities (e.g., low serum potassi-
um, low serum magnesium) and drug inter-
actions (e.g., amiodarone, quinidine, etc.)
are present.
However, in the case presented
here, the automated CDS failed to
prevent the ADE for two reasons.
The initial care of the patient
occurred in the emergency
department, where medication
orders are performed verbally or
in writing (not performed with
CPOE), and the medication is dis-
pensed without prior review by a
pharmacist. Thus, any efforts to
provide automated or human CDS
were circumvented. CPOE, coupled
with a computerized CDS system,
would have been useful in this setting as
suggested by our case. Additionally, our CDS
system presently does not perform dose checking
and, therefore, the large weight-based digoxin loading dose
was not detected.

Once the patient was admitted to the hospital and med-
ication orders were performed via CPOE, the CDS system
was able to provide warnings to the ordering physicians,
suggesting digoxin ADEs were a risk in this patient (she had
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low serum magnesium and renal insufficiency) and provid-
ing recommendations to avoid these potential ADEs. In the
development of our CDS system, we designed a hierarchy
of alerts, based on the perceived risk and severity of possi-
ble ADEs. In the case of digoxin, for those situations where
the perceived risk or severity of ADEs is least severe (e.g.,
electrolyte abnormalities, etc.), the safety alerts are largely
informative and suggest, but do not require, further action.

In the described case when ordering digoxin for the
patient, the physician was warned twice that low serum
magnesium was present, suggesting magnesium supplemen-
tation, but the physician decided this was unnecessary at the
time. In situations where the ADE risk is greater (e.g.,
supratherapeutic digoxin concentrations in patients with cur-
rent orders for digoxin), the alert is more broadly distrib-
uted, notifying several healthcare providers by printouts and
clinical inbox. In our patient, when the toxic digoxin con-
centration was detected, printouts in pharmacy and the nurs-
ing unit as well as electronic notifications were generated,
resulting in the discontinuation of the current digoxin order.

For instances where the ADE risk is considered to be
very high (e.g., placing new orders for digoxin in patients
with toxic digoxin concentrations), we designed the safety
alerts to automatically discontinue the proposed medication
order. To proceed with such an order, the ordering clinician
must “override” the default action (e.g., discontinue digox-
in), prompting the simultaneous notification of several
providers and requiring appropriate follow-up prior to dis-
pensing and administration of the ordered medication.

In our patient case, this “override” notification was gen-
erated when the maintenance dose of digoxin was ordered
in the presence of toxic digoxin levels despite warnings
and a default action to the contrary. The goal of this safety
alert escalation is to inform several other practitioners and
initiate human interaction to resolve the potential problem.
In the case described above, the interaction between phar-
macist and physician led to the discontinuation of digoxin
and prevented exacerbation of an ADE.

Communication of Alerts. The communication of alerts
generated by CDS systems to healthcare practitioners has
received some attention in the literature. Specifically, two
questions seem to be continually addressed: who should be
notified of the CDS alerts and how they should be notified.
Certainly in the context of computer physician order entry,
CDS systems are expected to interact directly with practition-
ers during the actual process of ordering. However, the effec-
tive communication of asynchronous alerts generated outside
of the ordering process does require additional consideration.

The benefit of alerting healthcare practitioners to recent
critical laboratory results in a timely manner has been sub-
stantiated?' 2 and associated strategies for conveying such
alerts have evolved. Tate initially displayed alert informa-
tion to anyone who reviewed the patient’s laboratory data.*
A flashing light at the nursing station was even considered
as a means to decrease the alert acknowledgement time.”
Rind sent e-mails to any practitioner who had recently
reviewed the patient’s clinical data.? More recently alerts
have been communicated to healthcare practitioners via
pager or other wireless devices.?0#%2

Ideally the information should be communicated directly
to the patient’s covering physician; however, tracking the
identity of this practitioner can be quite a challenge. Efforts
to maintain appropriate patient-provider relationships have
largely been based on the maintenance of individual and
group call-schedules.®® A recent proposal endorses
provider self-identification within the daily clinical work-
flow of signing out patients as the most effective means to
maintain accurate relationships.*

However, the optimal communication of “override” warn-
ings has received little attention. Suitable answers to the
fundamental questions of who should be notified and how
they should be notified are more critical given that this
class of asynchronous alerts may indicate potential for seri-
ous human-error induced patient harm. “Override” warnings
would be completely unnecessary if clinical information
systems mandated conformance to established care prac-
tices and did not allow for aberrant practitioner behavior.

However, in our view, with rare exceptions, system-
imposed restrictions on clinician behavior are inappropriate.
Clinical circumstances may require a practitioner to disre-
gard established care practices. It is unlikely that system
designers could consider every possible clinical circum-
stance and, therefore, practitioners must be given the free-
dom to act on their best clinical judgment, after being pro-
vided with all relevant clinical information and alerts as
necessary. However, notifying other practitioners of clinical
actions contrary to accepted practices and with high poten-
tial for an adverse event may be beneficial.

As described in this case study, the strategy of broadly
communicating the “override” warning successfully prevent-
ed the further exacerbation of a medication error and a
subsequent ADE. In situations where the potential for harm
is more critical, the use of “override” warnings and their
ensuing communication to appropriate providers should be
given further consideration as another component of a clin-
ical decision support patient safety strategy.

Conclusions

Although only an anecdotal report, this case demon-
strates the benefit of two elements of an automated CDS
system. This first is the ability of a CDS system to identify
those clinician responses to alerts that do not conform with
the alert recommendations and suggested actions in situa-
tions where the potential harm to patients is great. The sec-
ond is the distribution of safety alerts to multiple providers
in addition to the ordering clinician to increase the likeli-
hood that appropriate action will be taken to prevent ADEs.

Although well intentioned, the physician’s use of digoxin
was not consistent with the standard of care and placed the
patient at high risk of an ADE. The subsequent communica-
tion to the pharmacy and nursing staff led to a discontinua-
tion of the drug, and prevented an exacerbation of an ADE
already in progress. As automated CDS systems evolve and
become more common, formal analyses evaluating their
success and the most effective methods for providing CDS
will be necessary.
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