Using the UIC VPN Client

Short Version

1. Get VPN Client (AKA Cisco VPN Client) from UIC E-Sales web site (http://e-
sales.accc.uic.edu).
Install VPN Client.
Run VPN Client and connect to UIC’s network.
4. Proceed with your work:

a. Remote Desktop.

b. Connect to Departmental Shares.

c. Access UIC resources available only to computers on campus network.
5. When done, close any open programs and disconnect from VPN Client.

wn

General VPN Concept

Every computer in the world has an IP address. Think of an IP address as your internet
telephone number allowing you to be identified like caller-id. Access to a private network
can be allowed or denied based on this address. Many resources on campus are denied to
computers off-campus. We know you’re off-campus based on your IP address. Using the
VPN Client on your remote computer, a VPN Server maintained by UIC’s ACCC and
your netid/password, we can assign your remote computer an IP address that makes it
looks as though you are Virtually on the campus Private Network — Virtual Private
Network (VPN). This can be done from any computer in the world with internet access.
Pretty cool, huh?

Long Version

1. Getthe FREE VPN Client from UIC E-Sales. Even though it is free, you must
still proceed as if you are buying it in order to get to the download link.
a. Open a web browser and type in the following address: http://e-
sales.accc.uic.edu

a University of Illinois at Chicago (UIC) - Microsoft Internet Explorer - |5| |1|
File Edit Miew Favorites Tools  Help | ;','
() Back ~ ) = [« _[a] 5| L search ' Favorites €2 | - B ﬂ - K

=
Addresg|  http:/fe-sales.acc.uic.edu j Ga |L\nks 25

b. This will take you to a bluestem site requiring your netid and password.
Press “Login”

43 UIC wWwW Identification Service - Microsoft Internet Explorer =&l x|
File Edit “iew Favorites Took Help | |','
) Back ~ ) - [x] [2] Ao | - Search ¢ Favorites 4 ‘ ~ g - b i

Address [i&] hitpsjcal e-academy. comfblusstem _Licjeadogin.pl B ‘Llnks »

-

University of lllinois at Chicago
UIC WWW Ldentification Service

Press Login to identify yourself via ness2.uic.edu

UIC WWW ldentification Service - blugstem(@uiuc.edi
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c. Enter your netid. Press “Enter”.

/2 UIC WWW Identification Service - Microsoft Internet Explorer EETE
File Edit Wiew Favorites Tools  Help | ':,'
@ Back - €3 - [] [2] _.'j|,'j'Search - Favorites {‘“ - M- LG8
Address I@ https:ffnessz, uic. edujhtbin/blusstem/login.cgi j & ‘ Links
a

University of lllinois at Chicago
UIC WWW Ldentification Service

NettD|

Enter your University NetID, then press Enter.
—

Things you should know...

d. A new window will open and prompt you for your common password (i.e.
e-mail password). Enter your password. Press “Enter”.

A} uIC wwW Identification Service - Microsoft Internet Explorer ===
File Edit ‘Wiew Favorites Tools  Help | ':,'
Qback ~ D - ¥ & @ | ) Search 7 Favarites 42 ‘ G-l -0 8

Address I@ https:finess2. uic,edufhthinfbluestemlogin.cgi j Go ‘ Links *

University of lllinois at Chicago
UIC WWW Ldentification Service

Passwurd"

Enter password™ for MetlD dyovetl, then press Enter.
*zamme as for tiggetficausimaileerv of termingl servers

Things you should know...

e. You should now see the E-sales homepage.

NOTE: If you have already acquired the VPN Client software through E-Sales, simply
click the “My Software” button and proceed to step “m.” If not, please continue.

f. Look for the “Search by Product Titles” drop-down box. It is the first one.

=15 x|
| [z

/} University of Illinois Software WebCenter - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help

) Back ~ ) - [x] [2] _.\Jl):"Search - Favoritss @‘ - i (] - L)

Address |@ https:felms.e-academy.comjuic/index.cim7loc=estare/soft_main&CFID=3078579%CF TOKEN=26530960 B> = ‘Links »
Hnwarsnt_y of lllinois at Cmcago A

'T-"L-rmm ’L',

Logged in as dyovet1

( LoGcOuT

(MY PROFILE | —_ GDl
MY SOFTWARE | Search is for product titles anly.

Navigation Menu
HOW IT WORKS

DL Gl ISearch by product categories =] Go
PRIVACY POLICY [Soarch by pubieh 5B
S eard ublishers ~| Go
K ViEw CART | b
|SEarch by operating systermns j Go

g. Click on the arrow in the box and scroll to the “VPN Client” title (it is the
third one from the bottom). Click on it and then click the “Go” button next

to the box.
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3 University of Illinois Software WebCenter - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help

=1 =]

) Back ~ ) - [x] [2] l'\Jl)':)Search - Favoritss %) ‘ [~ = lﬁ - )i

Address IE https:/felms.e-academy . comfuicfindesx. cfm?loc=estorefsoft_main&CFID=307 857 98CFTOKEN=26530960

University of lllinois at Chicago_

—— Software
(" LocOur )
(MY PROFILE Search GDl
MY SOFTWARE | Search is for product titles only. /
Navigation Menu
HOW IT WORKS WP Client =
SAFE SHOPPING SEH ~| co
PRIVACY POLICY SuperScrubber for Faculty/Staff - Macintosh 2
] ) Symantec Antvirus Corporate Edition Client 10.0.1 -Windows o
R ) Symantec Antivirus Corporate Edition Client 9.0.2 - Windows Go

Syrnantec Antivirus Corporate Server Edition 10.0.7 -Windows
Symantec Ghost 8.2 for Faculty/Staff - Windows

Systat 11 for Eaguly

5 pryware Removal CO - Dawnload - Windows
ent
nfE di for Windows

—

-

=
Now Awvailable for
Students and Staff!
Microsoft Select

New Version!

Symantec,/Norton
Maple 10

Antivirus SAS Package 9.1.3

B> = ‘Links &
RN

h. You should now be on the “VPN Client” order page. Click the “Add To
Cart” button.

/3 University of Illinois Software WebCenter - Microsoft Internet Explorer

File Edit W¥iew Favorites Tools Help

@ Back - €3 - [] [2] ;,'j|,DSearch ' Favorites €2 ‘ SERE TR RS

Address IE https:ffelims, e-academy, com/uicfindex.cfm?loc=estorefsoft_browsefsoft_display_product&parentID=112&CFID="307857 94 FTOKEN=26530260

5 ‘Linl@ =
=

Logged in as dyovetl

P You have already ordered this itemn.

( LoGOur
( My PROFILE )
{ My SOFTWARE |

Navigation Menu Product Name: “PHM Client
HOW IT WORKS
SAFE SHOPPING
BRIV AR ETCN, Platform: Multi-Platform

4] J
i View CART | Eligibility: Al Academic Users

Publisher: * Other

Yiew Product Details

* QTY  Deliverable Description Price

@ [ Download

Mote: all prices are in US Dollars

Choase this option if you wish to Free!
downlozd the software immediately,

ADD To CART |

I. A “license agreement” page will appear. Click the “I agree” button at the

bottom of the page.
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3 University of Illinois Software WebCenter - Microsoft Internet Explorer == x|

File Edit Wiew Favorites Tools Help | a'

QBack ~ J - [x] 2] :'\leSearch - Favoritss %) ‘ [~ =N S i,

Address @https:Helms.e-academy.cnm;uic;nare.cfm?lnc:estnra;snft _prepurchasefparentiD=1128CFID=30785798CFTOKEN=26830950 =l Go ‘Llnks B
-

lgn.warsngv of lllinois at Chicago

Logged in as dyovetl

I agree and certify that: Scroll

1, I am a current faculty member at UIC and am entitled to a ACCC faculty

account; or, I am a UIC staff member who is directly engaged in University DOWn
teaching activities, research activities, or support for an academic unit; or, I

am a student enrolled in a VIC course of study that is required to maintain

my professional certification and which requires at least three months of

enrollment; or, T am a student enrolled in a UIC degree program.

that it sells,
8. I arn responsible for all payments due to the ACCC,
I have read the above paragraphs and hereby agree to each of them as a

condition for the sale of this merchandise.

1 Do Not Agree I Agree

|Done l_l_f_l_ré—ﬂlnte =
Eﬁstartl eX-] H@ University of Tllinois 5. ] Document1 - Microsoft .. | [ E| /a7 W anamm

J. You should now see the “View Shopping Cart” window. Click the
“Checkout” button.

University of Illinois Software WebCenter - Microsoft Internet Explorer

File  Edit Wiew Favorites Toals Help
QBack - £) - [] [2] :,'jl,oSearch ¢ Favorites 44 ‘ G- ll-UE8

Address IE https:/felims, e-academy, com/uic/bare,cfm?loc=estarefsoft_prepurchase&ID Offer=2950&parentID=11Z2&CFID=307557 98 FTOKE

Logged in as dyovetl

View Shopping Cart

Softwrare Title Deliverable Price  QTY Price
YPN Client Download Free! 1 Free!
(_EpIT 0 CREMOVE !

gl

Mote: all prices sre in US Daollars

{ ECHECK our )

(CONTINUE SHOPPING)

k. Fill out the customer information (Your First Name, Last Name and E-
mail Address) and click “Next”.
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ternet Explorer

File Edit Wiew Favorites Tools Help

QBack - Q - 4 2] .{:) ‘ - search - Faverites £ | = = l-0 i,
Address IEhttps:ije\ms.e—academy.com,l’ulc,ibare‘cfm?lo estorefsoft_prepurchasefparentlD=1128CFID=307857 9% FTOKEN=26830960
IHI?IVQI'SIQ of lllinois at Chmagln

X1

Software upport

Logged in a= dyowet1
Customer Information
All fields marked with a * must be completed in order to continue.

Product Name: VPM Client

Customer Name: First + |Dushan
Last  « [yowetich

Email Address: " Idyuvetl@u\E‘Edu

Your Privacy is Guaranteed. vour personal information is not sold, traded, rented or
provided to anyone else, for any reason.

I. Click the “Download” link

s Software WebCenter osoft Internet Explorer

File Edt ‘iew Favorites Tools  Help

QBak - @ - 4 2] .{hlpSearch < Favorites 7 | (3~ = I-"’]_-l - i
Address IE https:ieims,.e-academy comfuicibare . cFm?loc=estorejsoft_deliveryfp=7474CEF0BDEI2701 DADB2EGGELATO1 ABA49E1 1B403CI3A07E2EG2995E
of lllinois at Chicago

_\1 IR

Logged in a5 dyovetl
Price /Unit Total

Software Title

[ LogOut '

¢ Y¥PH Client Free! Free!
(_MYPROFILE ) pjaase click on thiw onal

( My SoFTwaRe ) download/installationir

e

@- VIEW CART |

m. Click the “View Order Details” button.

s Software WebCenter osoft Internet Explorer

File Edt “iew Favorites Tools Help
Qeack - ) - 2 | ) Search - Favorites 421 | (SENENTT RN
Address IE https:ffeims, e-academy  comfuic/bare . cfmFloc=myacademyfmySoftwareZ 4p=5F 3ESCO0CIANCEE4DEABC1 C39161 CCBEICEDRIFTI46DA0EAAF D

|gljn.-ersi_t,y of lllinois at Chicago

-« B i
N4
| ad

My Software

Product Mame: WPN Client

Humber of units: 1

Date Ordered: 2005-09-15
Deliverable: Download

Delivery Status: Ready For Download

Reguired

Wiew Order Details
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2. Install VPN Client
a. Click the “Install Now” button next to the “Windows VPN Client” label.

/2 University of Ilinois Software WebCenter - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help

(PBack -~ 0 - ¥ (2] 0| search s Favorites ) | B 5w - LR
Address I@ https:felms. e-academy . comjuic/bare. cfm?loc=estore/soft_delivery@p=DC0SEDFC254D4 58456 SIAE4FEEZABZ1141 IFE10EZ
.‘lill_ljivErSi_g'_of lllinois at Ch'u:agg 1

Logged in as dyowvetl

Software Title Qty Item Price /Unit Total
| LoGc OuT ] )
——————— P Client 1 Download Free! Free!
My PROFILE |
':jmi] DOWMNLOAD Your Software

- Dial*Up!UsersyClick'Here for /Additional Instructions
. View CART |

If the software you ordered is available for download or installation from the
network or the internet, you'll see one or more Download Software buttons
below. If vou find more than one download link, please take a minute to read
the description for each download location, and then select the location

that is most appropriate for you.

Install Now

InstalllNow

wWindows VPN Client
Mac VPN Client

b. Click the “Run” button when the File Download window appears.

File Download - Security YWarning 1[

Do you want to run or save this file?

Mams:  WPMN-Win-4.05Fk3, exe
Type: Application, 6.69 MB

From: tigger.uic.edu

Fun Save I Cancel I

potentially harm vour computer. [f wou do not trust the source, do not

@ “wihile filez fram the Internet can be useful, this file type can
i ar zave this software, What's the risk?

c. Click “Run” when Security Warning window appears.
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Internet Explorer - Security Warning

The publisher could not be verified. Are you sure you want to run this

software?

Mame: WPN-Win-4,05fk3. exe

Publisher: Unknown Publisher

Run | Don't Run I

This File does not have a walid digital signature that verifies its publisher, You
should only run software from publishers wou trust, How can I decide what

software bo run?

d. Click “OK” when Self-Extractor prompts you.

WinZip Self-Extractor

Installing the Cisco YPM client For access to the ACCC UIC YPM server

e. Setup will begin. Click “next” when prompted.

0 Systems ¥PN Client Setup

‘Welcome to the Installshield Wizard for VPN
Client.

The InstalShield ‘wizard will install ¥PM Client on your
Computer. To continue click Mext,

< Back I Next > I Cancel

f. Click “Yes” on VPN License agreement.

Cisco Systems ¥PN Client Setup
‘Welcome to the Installshield Wizard for VPN Client.

Press the PAGE DOWHM key ta see the rest of the agreement.

ICLIENT SOFTWARE LICENSE AGREEMENT OF CISCO SYSTEMS. -

THE SOFTWARE TO WHICH vOU ARE REQUESTING ACCESS IS THE PROPERTY

OF CISCO 5YSTEMS. THE USE OF THIS SOFTWARE 1S GOVERMED BY THE

TERMS AND COMDITIONS OF THE AGREEMENT SET FORTH BELOW. BY'

CLICKIMG "vES" OM THIS SCREEN, vOU IMDICATE THAT YOU AGREE TO BE

BOUND BY THE TERMS AMD CONDITIONS OF THAT AGREEMENT. THEREFORE,
FPLEASE READ THE TERMS AND COMDITIOMS CAREFULLY BEFORE CLICKING OM
"“fES". IF¥OU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
SGHEEMENT, CLICK "MO" OM THIS SCREEN, IN WHICH CASE YOU WILL BE LI

Do pou accept all the terms of the preceding License Agreement? |f pou choose Mo, the
setup will cloze. Tainstall %PM Client, you must accept this agreement.

IristalShizld

< Back es No

g. Click “Next” when prompted about destination folder.
DOM Computer Support Team
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Cisco Systems ¥PN Client Setup ﬂ
Welcome to the Installshield Wizard for VPN Client.

The InstallShield Wizard will ingtall VPN Client on your Computer. To continue click Next.

C:A\Program FileshCizco SystemshPM Client Browse

Iristal|Shizld

" Destination Folder

< Back | Mext » I Canicel |

h. Click “Next”. Installation process will execute.

Cisco Systems ¥PN Client Setup ﬂ
Welcome to the Installshield Wizard for VPN Client.

The InstallShield Wizard will install VPN Client an your Computer. Tao continue click Mext

Program Folders:

Existing Folders:

Ldministrative Tools
Lavasoft Ad-Aware SE Personal

Microsoft Office

PrintMe Internet Printing

Roxio Easy CO' and DVD Creator 6

Funtime Software

Startup

Symantec Client 5ecurity LI

Iristal|Shizld

< Back I Mext > I Canicel |

i.  Click “Finish”. The Computer will restart.

Cisco Systems ¥PN Client Setup

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed WP Client,
Before you can use the program, you must restart your
computer.

@ ‘es, | wank to restart my compuler now.
7 No, | will restart my computer later

Remave any disks from their diives, and then click Finish to
complete setup

< Back I Finish I Cancel

3. Run VPN Client and connect to UIC’s network
a. Once installation is finished, the computer has restarted and you have

logged in, go to Start > All Programs > Cisco Systems VPN Client > VPN
Client
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: [ . =
. () GetDataBack For MTFS
- Z2] Mew OFfice Document B i =
. I"m8  Open OFfice Document
‘w2 windows Catalog Eputer wrill restart.
Internet & windows Update
é Internek Explor T * el Complete
,JI__I E,i:?;.sg& office Aadministrative Tools R e o
Lawvasoft ad-Awvare SE Personal »
- Micrasoft Office (3 R
% Remoke Deskbol Roxio Easy €D and DVD Creator 6 & e
Runtime Saftware (3 o s e, st sl Pt
EE Horne Skarkup »
Swmantec Clienk Securikty »
- Microsoft OFfice Symantec Shosk > [ F= ] |
windowes Media 3
B corrrand Prom 42 Internet Explorer finished and the com
[53) ©utook Express rstems WP Client =
i Remobs Assistance
@ windows Journal Yiewer é Help
FrintMe Internet Prinking » €2y Sek MTU
[ Adobe Reader 6.0 i

Aall Programs

=Tl i r. i
e R
— =
Lag OFF E Shuk Daven TRE EXT OVE C13
Ilﬁ' Starkt J @‘ = J L) My Documents I ] UIC WP Client.doc - Micr. .. I

&

Cisco Syskems

b. The VPN Client will open. Make sure the “uicvpn” connection is selected
and click “Connect.”

# ¥PN Client - ¥Yersion 4.0.5 (Rel) ] |

@ h ﬁ Cisco SYSTEMS

Mew Import b odify Delete

ntries ICertificates I Log I

I Connection Enty I Host I Tranzport
uicYpn vpngatel_cc uic_edu IPSec/UDP

4] | ®l

[ Mot connected. | A

c. You will be prompted to login. Use your netid and common password
(again same as email). Click OK.

# ¥PNClient | User Authentication for "uicwpn®

Enter Usemame and Passward.

Cisco SYSTENS |y corname. |

. Password: |

d. After logging in, it will minimize and you will see a closed padlock in the
taskbar at the bottom right corner of the screen. You are now logged into
the VPN. The only difference being that you now have a secured,
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encrypted connection to the UIC network. Your computer will have a UIC
IP address, giving it the appearance of being located on-campus.

| & L__J| |?§g@> 5:00 PM

4. Proceed with your work.

a. Use Remote Desktop Connection to access your office computer via your
office desktop’s IP address.

b. Connect to departmental shares.

c. Some UIC resources require that you access them from on-campus
computers. Now that your off-campus computer looks as though it is on-
campus, those applications are now accessible to you.

5. When done working, disconnect properly.

a. Close any programs or documents opened during your VPN session.

b. Shutdown your VPN connection by simply right-clicking the padlock icon
and click “disconnect.”

That’s it.

That wasn’t too bad, was it? Hope this helps and good luck.
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