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1. Introduction

This report summarizes the main conclusions of two
workshops on digital government that took place in
2001. The first workshop, entitleoundations of
Electronic Government in America’s Cities: A Multi-
Disciplinary Workshop, took place in Chicago,
lllinois on March 89, 2001. The second meeting, a
one-day mini-workshop titled Urban Digital
Government Grand Challengedook place in
Redondo Beach, California, on May 24, 2001,
immediately following dg.02001 the National
Conference on Digital Government Research. Both
meetings were jointly sponsored by the National
Science Foundation, by the College of Urban
Planning and Public Affairs at the University of
lllinois at Chicago (UIC), and by UIC's Great Cgie
Institute (GCI).

A consortium of 17 urban universities, called the
Great Cities Universitiegprovided motivation for the
two workshops. The members of this consortium are
urban public research universities that have laegnb
engaged in their surrounding communities. These
universities are uniquely positioned to pursue some
of the research projects suggested at the two
workshops. A listing of the Great Cities Univeiesit
appears in Appendix C.

The two meetings discussed here are part of a
sequence of several NSF-sponsored workshops on
digital government issues. The purpose of thegse tw
workshops was to identify and prioritize research
issues of critical importance to public administrat

and policy-making in urban environments.

Our interest in urban settings is motivated by aasi
factors. The density and diversity of urban
populations complicate government functions, such
as development planning and service delivery. birba
and suburban environments are distinguished by a
broad diversity in their racial, ethnic and economi
makeup. The concentration of people typically fbun
in cities has a profound effect on a variety of
government issues including transportation systems,
pollution control, economic policy, and law
enforcement. While these issues are also present i
some rural environments, they take on massive
proportions in cities and their suburbs. In additi
the broad diversity of urban populations raisesdss

of social integration and equal opportunity.

Given the challenges raised by cities and their
suburbs, the investigation of innovative approadbes
especially appealing. Information technologies,hsuc
as the World-Wide Web (WWW) and the Internet,
can greatly improve the efficiency of various arefs

government. When organizing the workshops, we
identified three main functional areas of governimen
namely policy-making, representationand service
delivery. Potential benefits of digital government
applications include improved representation thioug
electronic voting and digital forums, support for
policy-making and public management through
decision-support systems and electronic information
repositories (e.g., demographic databases and
geographic  information  systems), increased
efficiency through streamlining, integration and
automation of administrative procedures, and
enhanced planning and delivery of a broad array of
services.

To date, a majority of the US population lives in

urban or suburban environments; most government
services are delivered in these settings. Thus, a
successful application of digital government

technologies would result in improved government

functions and cost reductions affecting a largdipor

of the US population.

Unfortunately, to date progress in digital governime
applications has been relatively slow, compared to
progress in other applications of technology, sagh
e-commerce. There are several reasons for this sta
of affairs. First, the articulation of procedurasd
the development of tools for digital governmentl wil
require a multidisciplinary effort across a diverse
community consisting of academic researchers,
public administrators, and individuals in private
organizations.

Second, technical issues must still be addressed in
order for digital government technologies to be
deployed on a wide scale. Examples include
providing adequate levels of computer security,
handling heterogeneous information from different
data sources, and defining appropriate user irtesfa
for the functions supported by digital government
tools. Third, the effective implementation of dadit
government will require extensive applied research
and experimentation in order to test out the
effectiveness and the practicality of new proceslure
and tools.

The two 2001 workshops sought to address these
difficulties by articulating a set of priorities rfo
funding agencies and other participants in digital
government efforts. Both workshops had a diverse
attendance with different areas of expertise irolgd
computer science, public administration, political
science, and urban planning. The format of the two
workshops, consisting both of plenary sessions and



working discussion sessions, encouraged the

exchange of ideas among participants.

The main conclusions reached by workshop
participants can be summarized as follows.

1. To date a variety of digital government initiatives
have been undertaken, mostly by local government
agencies. However, there is little coordination
among these initiatives; the relationships among
those initiatives are poorly understood. Thera is
strong need to define a taxonomy for digital
government actions and information in an effort to
streamline and facilitate future initiatives.

2. The traditional funding models are not suitable for
digital government efforts because these models
are typically discipline-specific and research-
oriented. By contrast, work in digital government
is both multi-disciplinary and application-oriented
There is a strong need for new funding models at
the federal level in order to accelerate and premot
future initiatives in digital government.

3. The creation of a few centralized information
clearinghouses would help in promoting
coordination and knowledge sharing among
participants in digital government efforts. The
clearinghouses would act as repositories for
various kinds of digital government materials such
as experience reports, software tools, and
references to ongoing digital government
activities.

4. To date, it is difficult to evaluate the effectiems
and the technological value of digital government
initiatives. The definition of standard metricg fo
digital government initiatives will help in focugin
future efforts.

5. While information technology has made
significant strides—especially with the onset of the
Internet and the World-Wide Web—some
additional basic research in various areas of
computer science is needed in order for digital
government initiatives to gain widespread
acceptance among ordinary citizens. The specific
areas of computer science requiring additional
investigation include Human-Computer Interaction
(HCI), data visualization, privacy and security,
management of heterogeneous data sources, and
data mining.

The goal of both workshops was to identify and
analyze issues that are specific to cities andrurba
environments. The general consensus of workshop
participants was that no single government function
is “owned” entirely by cities. Rather, the density

size and diversity of urban populations add new and

unique dimensions to the demand for general
government services. For instance, population
density generally implies reliance on extensivelipub
transportation systems both within a city and betwe
the city and its suburbs to alleviate traffic costgmn

on roadways. Thus, the activities of planning and
managing a capillary public-transportation network
are normally associated with urban government. In a
similar fashion, the need to control pollution, a
ubiquitous government function, is significantly
complicated in cities because of the high
concentration of such pollution sources as private
vehicles, industrial waste and residential heating
systems. The social, economic and racial diversity
found in cities poses special challenges to urban
planners and law-enforcement agencies. Urban
planning is complicated by the need to reconcike th
objectives and aspirations of different groups
coexisting in a city. Law enforcement is compléezht

by the varying incidence of crime in certain urban
environments.

In summary, although cities cannot claim ownership
of any particular government function, the unique
features of cities require the development of dlgit
government methodologies and tools to address
specific needs found in urban environments.
Moreover, these techniques and tools are likelyeto
broadly applicable beyond urban environments.

Shortly after the two workshops, the tragic evaits
September 11, 2001 took place. Three of the four
dreadful attacks on 9/11 occurred in metropolitan
areas, adding yet a new dimension to urban
government issues. Although disaster response is a
general government responsibility, the vulnerapilit
of cities to terrorist attacks and possibility obss
casualties make disaster readiness especiallyuliffi

in urban areas.

The events on 9/11 have set off a broad debate and
various legislative actions affecting several arefs
government, such as crime prevention, law
enforcement, and the safety of transportation
systems. Information technology is clearly vievesd

an essential tool in improving all those government
functions. The consensus among workshop
participants is thadigital government efforts had
lacked a common sense of purpose and leadership
before 9/11 The political climate emerging from
9/11 signifies an even greater need for federal

government agencies to coordinate digital
government efforts in the years ahead.
This document is organized as follows. Section 2

discusses the organization and history of the two
workshops. Section 3 reports on discussions and
suggestions that emerged from the Chicago



workshop. Section 4 summarizes the main
conclusions from the Chicago workshop. Additional
information about the follow-up workshop in
Redondo Beach, California can be found in the
companion report titled Report from the
“Urban Digital Government Grand Challenges”
Workshopg2].

2. Workshop organization

The first workshop took place in Chicago on March

8—9, 2001. This workshop drew a multidisciplinary

attendance of about 80 people, consisting of
academic researchers and administrators, local
government officials, and software developers for

digital-government applications. The background of
the participants was equally diverse including such
fields as communication studies, computer science,
information and decision science, library science,
political science, public affairs, and urban plarni

A complete list of workshop participants appears in

Appendix A.

The workshop was organized by a program
committee (PC) co-chaired by Patricia D, Fletcher,
University of Maryland Baltimore County, and by L.
Vaughn Blankenship, University of Illinois at
Chicago. The organization of the Chicago workshop
was decided at a PC meeting that took place on the
UIC campus in Chicago on September 30, 2000.

The workshop was organized around 4 tracks (topics)
reflecting major areas of work in digital governrhen

1. Human-computer interaction;

2. Functional areas of government;
3. Policy and governance; and

4. Citizen trust and privacy.

The workshop program alternated plenary sessions
attended by all participants and discussion session
for each track. The PC issued a call for papers in
November 2000; ten submitted papers were
published in the workshop’s proceedings. A list of

these papers appears in Appendix B.

The first track, human-computer interactionwas
intended to evaluate the adequacy of existing
technologies for supporting access to a broad arfray
digital government applications by ordinary citigen
The density and diversity of urban populations wloul
require flexible approaches to graphical user fater
(GUI) design seeking to appeal to populations with
vastly different computer skills, ethnic backgrosnd
communication skills and English literacy. This

track was co-chaired by Nancy Olson and Joseph
Danziger.

The track onfunctional areas of E-government,
which was co-chaired by Christopher Lee and Donald
Norris, explored various issues underlying the
development of digital government software. These
issues included the use of Geographic Information
Systems, application development vs. outsourcing,
user feedback, training, performance measurement
and criteria for application functionality, and
enabling communication infrastructure.

The track onpolicy and governanceas co-chaired

by Lucy Bisognano and William Dutton. This track
focused on issues of law, guidance, and management
structure and operating procedures that cut atchess
three main kinds of government functions, namely
governance, service delivery and policy making.

Finally, the track ortitizen trust and privacywhich
was co-chaired by Richard Mason and John
McCarthy, included various issues related to safe
storage and retrieval of electronic information.

Randy Johnson, Commissioner, Hennepin County
Minnesota, delivered the workshop’s keynote speech,
titted “Cities and Counties: Laboratories of Raali
for E-Government”.

The workshop’'s PC selected the following four
submitted papers, one for each track, for presentat
at plenary sessions during the workshop’s first day

1. “On line Tools for Public Participation,” by Al-
Kodmany;

2. “Geographic Information Systems and E-
Government,” by Gant et al.;

3. “Implication of Legal and Organizational Issues
for Urban Digital Government Development,” by
Cresswell and Pardo; and

4. “Overarching Framework for Addressing
Complex Legal Issues,” by Zeichner.

A one-day workshop following the Chicago
workshop took place in Redondo Beach, California
on May 24, 2001. This workshop was colocated with
dg.0200]1 the national conference on Digital
Government, which took place on May 20—23,
2001. The purpose of this follow-up workshop was
to disseminate results of the Chicago workshop
among Computer Scientists and Engineers attending
the Digital Government conference.

The follow-up workshop was organized by a
committee consisting of Yigal Arens (University of
Southern California), L. Vaughn Blankenship
(University of lllinois at Chicago), Ugo Buy



(University of lllinois at Chicago), and Melvyn
Ciment (The Implementation Group).

Similar to the Chicago workshop, the follow-up
workshop was divided into tracks. While tracks in
the Chicago workshop were based on Computer
Science issues relevant to digital governmentksrac
in the follow-up workshop were based on the three
main functional areas of government:

1. Governance
2. Policy making
3. Service delivery

The goal of this track organization was to identify
cross-cutting computer-science research issues and
their relevance to various government functions in
urban environments. The governance track, co-
chaired by William Dutton and Paul Rosenbloom,
addressed issues of citizen feedback, such as e-
voting. The focus of the policy-making track whe t
creation of decision-support systems for government
planners. This track was co-chaired by Jim Danzige
and Lois Delcambre. The track on service-delivery
discussed issues underlying the delivery of
government services to the public. This track was
cochaired by Peter Bloniarz, Salvatore Stolfo and
Richard Mason. Additional information about the
follow-up workshop can be found elsewhere [5].

3. Track discussions at Chicago
workshop

We summarize the conclusions of the Chicago
workshop for each of the four tracks. Each track
was asked to assess the technological demands that
are needed for the topics covered in the tracksoAl
each track was asked to identify potential projémts
digital government research in the short term. The
general tone of the discussions in all four traisks
that key computer science technologies enabling
widespread application of digital government
applications are either still nonexistent, or that
knowledge of those technologies has not reached
practitioners in public offices and software
development organizations. Graphical user integac
have not been widely tested on segments of the
population that have not seen computers befores It
unclear whether current security technologies will
provide reasonable defense against well-organized
attempts at gaining access to protected information
Electronic information repositories store ever
increasing amounts of data that could be used for
decision-support systems. However, the difference

the format and the aggregation level of the
information often prevents the use of multiple data
sources in these systems. Finally, critical issofes
access (e.g., the infamouwkgital divide must be
addressed in order for digital-government
technologies to gain widespread acceptance. Table
in Section 4 below summarizes the various
technological issues and their impact on digital
government issues. First, we report the various
conclusions of each track.

3.1 Human-Computer Interaction

The discussions in this group exposed differentvgie
that the termHuman-Computer Interactioglicits in
people of different disciplines. On the one hand,
computer scientists define HCI to be the study of
GUIs and of methods for realizing software systems
that implement user interfaces. On the other hand,
social scientists understand HCI to be the diffusid
the Internet and other computer media for dynamic,
interactive activities within society as a whol&his
view comprises not only the traditional computer
science view of HCI, but also broader societaléssu
underlying the adoption of information technologies
among others, for government activitfeor sake of
clarity, in the sequel we use the term HCI to midwn
traditional CS-oriented field of GUI design and we
will use the termHuman-Computer Communication
(HCC) to denote the broader view common among
social scientist. Many of the discussions at the
Chicago workshop actually involved HCC issues.

According to track participants Dawes and Fletcher,
the HCI group raised six main kinds of issues.

1. Use and impact The future use of digital
government technologies will depend, to a large
extent, on the benefit that the parties involvelll wi
draw from the technologies. Benefits can be
measured as either reductions in the cost of
delivering government services, or in increases in
the quality of the services provided. In order for
digital government to gain widespread acceptance
it is imperative that these benefits offset thet cos
of developing, deploying and maintaining digital
government systems.

2. Partnering. The successful production and use
of digital government systems involves
cooperation among various kinds of institutions
and individuals, including funding agencies,

! This discrepancy may be an instance of Thomas
Kuhn’s incommensurableparadigms adopted by
different disciplines.



. Innovation diffusion.

federal and local government organizations,
private-sector organizations, and individuals
using digital government services. This issue is
discussed further in the context of the Urban-
Stakeholder Forum below.

Current efforts in digital
government have been marred by lack of
coordination and duplication of efforts by
providers of digital government services. For this
reason, the establishment of digital government
services is typically quite costly in this day and
age. Moreover, this scattering of development
efforts is likely to result in incompatible
interfaces and systems, which will harm the
acceptance of digital government services by
prospective customers of those services. (See
also the discussion on thaingle portal issue
below.)

. Usability and visualization.  These terms
characterize the social scientists view of the CS

field of HCI. The design of GUIs for digital

government systems will be especially
complicated in urban settings by the
heterogeneity of urban populations. Thus, the

deployment of digital government systems in
these settings raises a number of HCI issues, such
as the design of bilingual or multilingual
interfaces for non-native speakers, text-free
interfaces for functionally-illiterate people, and
adaptive interfaces to meet the needs of people
within a wide range of computer-literacy skills.

. Preservation, durability and quality of data.
This HCC issue is concerned with the quality of
the information accessible through digital
government systems. The information in question
could be personal information about individuals
(e.g., in service delivery systems) or statistical
information about groups of individuals (e.g., in
decision support systems for policy-making, or in
voting systems for representation). In all above
cases, the information provided by digital
government systems must be accurate, up-to-date,
stored securely, and protected from malicious or
erratic users. Some of these issues were also
discussed in other workshop tracks, namely
functional areas of governmengnd trust and
security.

. Policy control. Legislative actions will be

required that facilitate the adoption of DGS
systems.  First, various legal issues must be
addressed (e.g., involving the privacy of the data
stored on digital government systems). Second,
appropriate laws (e.g., on service delivery,

representation) could facilitate the adoption of
various digital government systems.

Participants in the HCI track also noted that the
widespread introduction of digital government
services faces formidable obstacles. The first
obstacle is the confusion on the roles of the fader
government, local government entities, and private
organizations about leadership and coordination of
efforts to set up digital-government systems and
services. An additional obstacle is the digitalidi
and the lack of access to the Internet by large
segments of the US population. The diversity of
urban populations, resulting in widely differing
knowledge of English and computer literacy, must be
taken into account by developers of digital
government software.

On the positive side, digital-government softwaas h
been rapidly improving both in the amount of the
services supported and in the quality of the iaiszs

to those services. Here we summarize the
discussions on each of the four issues, followed by
Six project proposals.

Solutions to some of the above issues will often be
difficult to find. The thesis advocated by the &inb
Stakeholders Forum [4] is that digital-government
efforts will ultimately succeed only if customensda
providers of digital-government systems will find i
beneficial or profitable to use those systems.
Therefore, finding the solutions means first and
foremost understanding who the stakeholders are
(i.e., people and organizations with vested intsrizs
digital-government efforts), what motivations each
stakeholder has, and the likely interactions antbieg
various stakeholders. The following issues define
this stakeholder-based view of digital government.

1. Service providers. What institutions and
organizations will be responsible for setting up
digital government services and for providing
access to those services?

2. Access. What individuals and organizations will
have access to digital government services?

3. Services provided. What kinds of services will
be provided on-line?

4. Single portal. Is it important for digital
government software systems to adhere to a
uniform interface for all services provided?

The issue of who will provide the services is lik&d

be answered by both private organizations and local
government agencies. In some cases public agencie
have conducted their own software development in-
house (e.g., the City of Milwaukee, Wisconsin). In



other cases public agencies have outsourced their
services to private software developers.

In the future, it is likely that both private andigic
organizations will continue developing digital
government applications. However, collaborative
efforts, such as partnerships, involving privatel an
public organizations will be highly desirable. Fhe
partnerships can potentially build upon the diffire
skills and unigue expertise of public and private
organizations. For these reasons, funding moadels f
digital government work should strongly encourage
these partnerships.

On the issue of access, developers of digital
government systems must focus on the needs and
interests of potential users of those services.
Graphical user interfaces of digital government
applications should be geared toward a broad afray
prospective users, despite the wide differences in
language, computer skills, and Internet access gmon
those users.

The differences among prospective users of digital
government applications inevitably raise the isstie
thedigital divide. To date a significant portion of the
US population is unable to use computer application
either because they lack the technical skills t® as
computer or because they cannot afford to buy the
needed equipment and Internet acceBertunately,
many issues in the digital divide look far less
threatening today that they did just a few shoerge
ago. First, computer use and computer literacy are
spreading fast because of increased computer use in
schools and workplaces, falling equipment prices,
and improved user-friendliness of software systems.
Second, the socio-economic disparities underlying
the digital divide have often been addressed with
increasing success by providing free access to
computers in public libraries. Third, these treads
likely to continue unabated in the years ahead.

The services to be provided with digital government
tools span all three areas of government, fromipubl
administration to governance and to support for
policy-making. On the one hand, digital government
technologies are likely to benefit the efficienayda
the effectiveness of government functions. Thioe, t
broadest diffusion of these technologies is highly
desirable. On the other hand, the growth in the
number of digital government applications is
detrimental to the establishment of a “single dbrta
into government services. As available digital
government services increase in sophistication and
breadth, the definition of uniform interfaces will
inevitably become more difficult. This issue wik
further complicated by the lack of communication

among the multitude of application developers in
public and private organizations.

The concept of access to digital government sesvice
through a single portal echoes a number of concepts
that have been used successfully, such as the 9-1-1
emergency dialing system, the concept of one-stop
shopping and one-button Internet access. Digital
government applications should follow a similar
approach because of its convenience and ease.of use

On the one hand, access to digital government
services through a standardized set of interfases i
highly desirable. On the other hand, the realirati

of the single-portal strategy will be complicateg b
several factors. First, the range of digital goveent
services will be both extremely broad and likely to
evolve. Thus, it will be difficult to define a dorm

set of interfaces for all such services. Secoiyitad
government services will be offered by a wide array
of public and private organizations, which will leav
to spontaneously agree to the accepted standards of
the single portal. Third, the computer skills of
digital government users will vary sharply. Thé&e

an obvious trade-off between the efficiency of a
graphical user interface (i.e., the ability forlalled
user to find quickly needed information and sersjce
and the ease of use of the interface (i.e., ergthiat
unskilled users can still use the interface).

Participants to the HCI track identified the folliongy
projects. For each project we list a title, aestagnt

of work, and the potential benefits to key project
stakeholders.

1. Title: Knowledge management for durable urban
information design.

Work summary: Investigate stability, migration,
accessibility,  organization (e.g., typical
taxonomies) of digital-government information.

Benefits to stakeholders: Improved ability to
search and retrieve digital-government data by
ordinary citizens and government planners;
availability of stable and reliable digital-

government data to future generations.

2. Title: Enhancing the usability and impacts of
digital government applications.

Work summary: Investigate how individuals,

groups and government personnel currently use
selected digital government applications, such as
Geographic Information Systems (GIS); assess
the effects of these applications on policy and
governance; determine how individuals learn
how to use these applications; identify ways to
enhance theusability and visibility of these



applications; identify changes in design, training
and end user support that will enhance visibility

Benefits to stakeholders: Improved ability to
search and retrieve digital-government data by
ordinary citizens and government planners;
availability of stable and reliable digital-
government data to future generations; policy
makers would obtain feedback on how digital
government applications are used by citizens.

Title: Urban data visualization.

Work summary: Define techniques and tools for
predicting the effects of policy decisions on

government services involved; define tools for
supporting decision-making to address problems
in the wurban landscape; define tools for

presenting urban data to ordinary citizens in
ways that engage and empower the citizens.

Benefits to stakeholders: Government officials
and businesses could use decision-support tools
for policy-making and business investments;
ordinary citizens could provide input on both
future government and business investment
decisions.

Title: Assessing digital government readiness.

Work summary: Define metrics for measuring
the readiness of local government agencies to
adopt digital government practice; define
methodologies for guiding and providing
assistance to local government agencies seeking
to adopt digital government practices.

Benefits to stakeholders: Beneficiaries of this
project would include city and county
governments, universities and private-sector
technology providers interested in seeing the
success of digital government systems.

Title: Strategic and consolidated planning for
Great Cities IT efforts.

Work summary: Collect and evaluate data about
case studies involving university members of the
GCU consortium (e.g., Chicago, Milwaukee and
Memphis); study use of IT techniques and tools
in the decision-making procedures of those
cities.

Benefits to stakeholders: Coordination of grass-
root efforts to advance digital government
technologies across different cities.

Title:  Usable tools for citizens and decision
makers to visualize urban design impact

Work summary: ldentify the data needs of
citizens and decision makers related to urban

design issues; identify the data quality criteria
for citizens and decisions makers; identify ways
to personalize urban design decisions support
tools; identify the usability parameters of

applications for citizens/professionals/decision
making users; identify the different impacts of

different levels of realism in 3-dimensional

rendering of urban design outcomes; identify
pathways for citizens to share their preferred
visions and the trade-offs involved; teach

different ways for citizens to discuss and

negotiate their visions remotely.

Benefits to stakeholders: Ordinary citizens,
urban planners, transportation planners and
environmentalists would all benefit from access
to data relevant to decision-making in urban
environments.

3.2 Functional Areas of Government

Discussions in this track focused on assessing the
current progress of digital government technologies
in public agencies and on identifying strategies fo
accelerating the adoption of these technologies.

Compared to other Internet applications (e.g., e-
commerce), the progress so far of digital-goverrtmen
technologies has been relatively slow. First, the
traditional organization of government functions is
based on a traditional “stovepipe” model with dittl
interaction among the different levels and
jurisdictions involved in delivering a government
service. As a result, the end users—whether orglina
citizens or private organizations—must often interac
directly with many different government entities in
order to obtain a desired service. This orgaroraits

not conducive to a successful automation and
integration of government functions. Cultural
factors, such as the traditional reluctance of
government agencies to share information with each
other, are also a barrier to the realization ofitdig
government services. However, digital government
technologies can potentially correct the existing
inefficiencies. The structure of software applizas
that will automate the delivery of government
services can lead to a new organization of
government services based on the notion difea
event. In this model, all information exchanges
pertaining to a given government service or functio
(i.e., an event) would be handled by the same
(automated) government entity, possibly across
different jurisdictions.

Second, local government agencies often fail toasee
clear return-on-investment (ROI) for digital
government technologies. An important reason for
this state of affairs is that some benefits of tdigi



government technologies cannot be easily quantified
Examples of potential benefits include improved
decision-making by urban planners, greater citizen
involvement, and improved efficiency in the deliwer
of government services. Measuring these benefits
will require the definition of quantifiable ROl and
performance criteria, of strategies for financing
digital government efforts, and of affordable pmuigi
strategies for digital government products.

Third, at the time of the Chicago workshop some
technological, cultural and political barriers hade
addressed in order to permit widespread application
of digital government technologies. An important
limitation is the lack ofinteroperability of existing
software systems. Similar to the term “human-
computer interaction”, the word “interoperability”
has sharply different meanings in different
communities. On the one hand, in the world of
computing interoperability denotes the ability for
multiple software systems to interact meaningfully
“despite differences of language, interface, and
execution platforms.” [6]. A significant obstadie
computing interoperability in digital government
applications is that information useful to these
applications is often stored in incompatible forspat
such as different levels of aggregation of
geographical data. @ Worse yet, related digital
government applications often do not communicate
relevant information to each other. This is usuall
the case for legacy software systems predating the
onset of the world-wide web.

On the other hand, in the world of local government
and the social sciences, the word interoperability
denotes the ability for software systems to aceesls
coordinate related information residing at différen
government levels and jurisdictions in an effart t
deliver a given government function or service.
Legal, cultural and political obstacles have hither
prevented this kind of interoperability from taking
place in local government.  Overcoming these
obstacles will require flexible cooperation among
legislative bodies, local government agencies, and
private-sector software vendors. Thus, achieving

interoperability at the government level will
inevitably be more difficult than realizing
applications that are interoperable in a purely

computational sense. Some participants hopelikat t
impetus provided by software interoperability vil
fact help in overcoming these barriers and lead to
systems organized around life events.

Despite significant strides in  human-computer
interaction during the past two decades, tiser-

friendlinessof existing computer applications is also
identified as inadequate for various segments ef th
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general population.  This problem is obviously
compounded by the digital divide as both access to
the Internet and the ability to use effectivelyenmet
tools are needed in order for ordinary citizensige
digital government applications.

Finally, at the time of workshop there is no unsadr
model for driving the development of digital
government applications. The development of these
applications involves various kinds of participants
including at the very least (often cash-strappedall
governments and private IT companies. However,
funding models for these applications and methods
for sharing data among different constituencies are
conspicuously lacking.

The track identifies the following four stages of
adoption of digital-government technologies:

1. Entry level. Agencies at this level provide only
a simple website with basic information about
the purpose and organization of the agency. The
page does not provide links to related pages and
no interactive features are included in the page.

2. Detailed level. Pages at this level provide both
interactive services and relevant links to related
pages. These pages typically automate
traditional government services by mirroring the
traditional (stovepipe) structure of government
agencies and their procedures.

3. Leadership level. Pages at this level provide a
broad spectrum of government services that span
across different jurisdictions and tie together
multiple government entities in an effort to
simplify the delivery of a government service.
These pages add the new “life-event” model of
delivery to the traditional “stovepipe array”
organization of government services.

4. Fully-automated level. All services and
functions that do not require physical user
presence in a government agency are available
interactively and in real time. The model of
interaction between users and service providers
is transaction-based. The life-event
methodology is predominant with extensive links
and data sharing among related pages.

Evidently, the key to overcoming the obstacles to
widespread adoption of digital government
technologies is to motivate government agencies to
embrace these technologies. This objective can be
accomplished in various ways. Computer scientists
can contribute to these efforts by improving the
software interoperability and user-friendliness of
existing systems. Social scientists must define
appropriate ways to factor the imponderable benefit



of digital government systems in investment
decisions. The ability for local governments targh
not only digital government applications and data
repositories, but also tools for needs analysisR@d
estimation will play an important role in spreading
these technologies. Ways to fund investment in
digital government efforts (e.g., bond issues) &hou
be publicized and shared among policy-makers. The
federal government should take the initiative in
promoting cooperation among the various parties
involved in the production of successful digital
government systems. Academic institutions, such as
the Great Cities universities, can contribute by
exploring various research issues.

The projects proposed in this track reflect the
inadequacy of current knowledge about various

issues pertaining to the adoption of digital
government technologies by local government
organizations and the design of successful
applications.

1. Title: Meta-analysis of literature on information
technology in local government as applicable to
the adoption of digital government services.

Work summary: ldentify factors leading to the
adoption, implementation and management of
digital-government  technologies by local
government agencies; analyze past three decades
of IT experience in local government; identify
key lessons; generate guides to the adoption of
digital government technologies.

Benefits to stakeholders: This project would
facilitate the adoption of digital government
practices by local government agencies; software
developers would benefit from increased
knowledge on successful design and deployment
of digital government applications; users would
ultimately benefit as more and more digital
government services become available; finally,
academic researchers would become more
deeply involved in digital government research.

2. Title: Development of assessment tools for
digital government in local governments

Work summary: Define metrics for evaluating
ROI of digital government applications; identify
performance measures and techniques for cost-
benefit analysis; define surveys and survey tools
for evaluating outcomes of digital government
initiatives.

Benefits to stakeholders: Improved digital
government systems can be beneficial to both
local government agencies and to users of digital
government systems.
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3. Title: Political, policy and organizational issues
affecting interoperability initiatives across
jurisdictions and levels of government.

Work summary: Analyze political, policy and

organizational factors that inhibit digital

government from operating across jurisdictions
and levels of government; predict extent to
which new technologies may help overcome
barriers to interoperability among government
levels and jurisdictions.

Benefits to stakeholders: Improved digital
government systems would be beneficial to local
government  agencies, prospective  users,
developers and academic institutions in ways
similar to the previous two projects.

4. Title: Mechanisms underlying adoption of digital
government applications and benefits to their
users.

Work summary: Analyze external and internal
factors affecting adoption in local government
agencies; define methodologies to implement
these applications; integrate digital technologies
in strategic planning processes.

Benefits to stakeholders: Improved digital
government systems would be beneficial to local
government agencies, prospective  users,
developers and academic institutions in ways
similar to the three projects above.

3.3 Policy and Governance

As suggested by its title, the focus of this tracks
two-fold. First, the track discussed strategies fo
improving policy-making frameworks in local
government institutions. Second, the track evelliat
the potential benefits and likely obstacles to the
adoption of digital government technologies for
citizen representation. Similar to the track on
functional areas of government, participants in the
policy and governance track recognized that the
current organization of government, built around
multi-layered jurisdictions, does not provide an
effective framework for policy-making at the local
government level. While these discussions echoed
the criticism of the “stovepipe” model in the
functional-area track, the track on policy and
governance emphasized strategies for removing
barriers to the creation of agile and cohesivecpeli
making frameworks in local government$he need

to overcome the stovepipe model of government
operation is especially acute in urban environments
because of the size of the populations served tand t



number of government agencies involved in policy-
making and service delivery in these settings.

The definition of new effective and effective pglic
making frameworks involves a careful balancing act
between upholding the identity and mission of
different jurisdictions with the need to streamline
government  operations. Improving  citizen
participation is equally difficult, facing such
obstacles as the digital divide, several issuestad!

to electronic voting, and definition of appropriate
electronic channels for citizen advocacy and
feedback. As of the time of the workshop, empirica
research (e.g., field studies and case studies) is
strongly needed in order to identify new policy-
making frameworks and to overcome obstacles to
improved representation. The case studies shauld b
geared toward three specific topics related tocgoli
and governance:

1. E-politics: Issues raised by digital government
with respect to governance and representation
(e.g., electronic voting, campaigns and elections,
advocacy groups).

2. E-management: Issues underlying the creation
of policy-making frameworks and the delivery
of government services.

3. E-highways. Issues underlying the creation of
an electronic infrastructure to support digital
government services in urban environments (e.g.,
user access and training, the digital divide).

The three topics above reflect a different orgaiona

of government than the traditional partition into
policy-making, representation, and service delivery
One may speculate that the boundaries between
policy-making and  service-delivery  become
somewhat blurred when the objective is to define
new policy frameworks, which was one of the two
main objectives of this track. The definition and
implementation of these frameworks will require a
mutual and continuous feedback between policy
makers and public administrators in charge of servi
delivery.

The approach based on case studies faces various
challenges.  First, this approach would involve
academic and practitioners sorting out existingadat
using interviews, focus groups and questionnaires
when investigating each case. These activities are
quite labor-intensive, making appropriate funding
necessary for the successful completion of these
activities.  Unfortunately today we are lacking
appropriate funding sources for this type of work.
Most existing funding sources are geared either
toward pure science or product development; they
rarely foster the kind of multidisciplinary
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partnerships required for these case studies. s,Thu
this work would greatly benefit from new funding
models for applied, collaborative projects involyin
academic scientists, public administrators, and
private companies.

Second, the lessons learned in the case studiets mus
be broadly disseminated in order to facilitate
widespread adoption of new frameworks for policy-
making and governance. A possible mechanism for
the dissemination of case-study results is thetiorea

of a national consortium that will review and
publicize meritorious case studies. Copyrightiéss
may have an adverse effect as some participamts (e.
for-profit organizations) may be reluctant to share
information in the public domain. Privacy issues,
including the need to protect individual surveyad i
the case studies, must be carefully addressed.

On the positive side, at the time of the workshop a
number of related projects had already been started
which addressed some the above issues. These
initiatives include theElectronic Hallway project
from the Daniel J. Evans School of Public Affaits a
the University of Washington; thélarvard Cases
online from the Case Program of the John F.
Kennedy School of Government at Harvard
University; and severalAgency Casesfrom the
Center for Technology in Government (CTG) of the
University at Albany. These efforts have the
potential to move forward successful e-management
applications [1—3].

The potential benefits of digital government
technologies on e-politics are more uncertain than
case of e-management. On the one hand, the
workshop took place in the wake of the November
2000 election, which highlighted the inadequacy, in
many cases, of current voting practices. The need
address these inadequacies will probably encourage
the adoption of digital government technologies not
only for electronic voting, but also for grass-root
recruitment and fund-raising during political
campaigns, and for promoting advocacy groups. For
instance, electronic voting machines could make it
easier for voters to double-check the ballots being
cast. In addition, automated vote counting would
probably lead to fewer errors in the tallying preze
Finally, the availability of machines recording and
“remembering” votes would create an audit trailttha
facilitates the detection of electoral fraud.

While digital government technologies have great
potential for e-politics, many barriers exist toeth
adoption of digital government technologies for e-
politics. An important technical barrier is
authenticationthat is, making sure that votes are cast
by eligible individuals. Reliable scientific mett®



for authenticating the identity of voters were
conspicuously lacking at the time of the workshop.

Another barrier is thesecurity of e-voting systems.
While these systems must be available to ordinary
citizens casting their ballots, they must also be
protected from malicious users attempting to tamper
with the voting process. Intrusion attempts into
electronic voting systems, whether successful ¢y no
must be promptly detected; corrective action mast b
taken in the case of vote tampering.

The lack of funding for new voting systems could be
an additional barrier. By the standards of
government services, voting is a relatively infrequ
activity because it typically takes place every two
four years, depending on the purpose of the electio
Given that daily government operations usually have
a high priority in fund allocation, local governnten
institutions have often been slow in providing fand
for improvements in voting systems; this trend is
likely to continue in the future. Elections are
managed by local government institutions (e.gtesta
and counties) with little control by the federal
government. Control over election practices hanbe
viewed historically as a constitutionally-sanctidne
state right, and attempts to impose federal reigpuist
on voting processes are likely to meet resistarice a
the local levels. In this scenario, it is quiteely that
many cash-strapped local institutions will lack the
funds needed to incorporate digital government
technologies in their voting processes. This mobl

is part of the digital divide, a will-known obstado
the widespread adoption of digital government
technologies.

Finally, there are also cultural and societal leasrio
governance through digital government. Aversion to
technology and the lack of required knowledge or
skills may cause many prospective users to become
disenfranchised. Push-button democracy and
impulse voting are additional concerns.

The following are two potential research projects i
the area of policy and governance:

1. Title: Assessing public perceptions of online
voting.

Work summary: Collect field data on cultural

and societal attitudes toward e-voting; analyze
effects of ethnicity, education, and social status;
identify public expectations; set standards for
voting systems.

Benefits to stakeholders: User-oriented
requirements for digital government applications
would benefit local government planners and
developers of these applications.
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2. Title: Synthesis of strategic plans for adoption of
digital government technologies.

Work summary. Analyze existing case studies
on adoption of digital government systems by
local governments; Evaluate cultural,

organizational and financial barriers and possible
solutions to these barriers; synthesize a “guide-
book” outlining feasible paths to the adoption of
these technologies.

Benefits to stakeholders: Recipes on how to
fund, acquire and deploy digital government
applications would benefit government agencies
planning to adopt these applications.

3.4Citizen Trust and Security

Similar to other topics discussed in the workshup t
term “computer security” is subject to different
interpretations in different disciplines. In thend

of computing the term denotes the investigation of
techniques for protecting information stored on
electronic media from unauthorized access or
modification. In the world of the social sciences,
security revolves around the definition of assueanc
levels that meet reasonable expectations of thes use
of digital government applications.

At the outset the workshop’s program committee
identified the following topics for discussion ihig
track: (1) Authenticity—The ability to know the
identity of communicating parties, (2) Integrity—The
assurance that stored data is not subject to uedant
modifications, (3) Availability—The ability to know
when digital government services are available, (4)
Blocking—The ability to block unwanted intrusions,
and (5) Privacy—The ability to control access to
information. The ability to implement secure dadjit
government systems depends on various factors, most
notably the availability of appropriate computing
technologies (e.g., encryption, redundancy, firésyal
and existing laws and regulations.

The track discussed various themes, such as securit
threats posed by computer viruses and worms, the
reliability of digital signatures for authenticaticand

the need to maintain privacy and confidentiality of
information stored on networked databases and
repositories.  Track participants recognized the
importance of public service organizations such as
the CERT Coordination Center at Carnegie-Mellon
University in detecting and blocking the spreadirfig
viruses and worms.

Events subsequent to the workshop, including 9/11,
dramatically changed the focus of the debate on



citizen trust and security. An array of new isshas
emerged since 9/11, including increased use of
information technology for law enforcement, the
tension between the right to privacy and the need t
prevent terrorist attacks, the use of information
technologies in handling mass casualty situations,
and the need to protect our information infrasticest
from terrorist attacks.

Track participants identified various interesting
research projects relating to citizen trust andissc

1. Title: Security practices at the urban level.

Work summary: ldentify security standards,

policies and procedures that are prevalent at the
local government level; investigate how existing

policies are implemented in practice; evaluate
the effectiveness of current policies; identify

factors that affect policies in place today.

Benefits to stakeholders: Local government
agencies would learn about the effectiveness of
various security standards and policies; scientific
community and academic institutions would

benefit from increased knowledge on security
practices.

2. Title: Electronic transactions with government
through digital signatures.

Work summary: First collect input from citizen

groups regarding their views on privacy and
security and the level of assurance that they
expect; next, define user-friendly methods for
delivering authentication certificates and

permission to access protected information.

Benefits to stakeholders: Local government
agencies and developers of digital government
applications would learn security standards
acceptable to users of these applications.

3. Title: Risk modeling and assessment of critical
systems and networks relating to service
delivery.

Work summary: Build upon existing models and
practices for critical systems; establish security
criteria for critical service systems; focus on
continuous service delivery.

Benefits to stakeholders: Local government
agencies and developers of digital government
applications would learn new security standards
and policies.

4. Title: Taxonomy—Develop common lexicon for
information security.

Work summary: Using models such as the
Diagnostic and Statistical Manual of the
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American Psychological Association as an
example, develop commonly-accepted terms and
practices for information security and technology
professionals.

Benefits to stakeholders:  Multi-disciplinary
participants in digital government initiatives will
benefit from the establishment of a common
lexicon; this would alleviate existing language
and cultural barriers among participants.

5. Title: Cyber-security information sharing and
analysis.

Work summary: During first phase identify
current best practices for sharing incident
information, threat and vulnerability data and
investigate agencies using these practices (e.g,
Center for Disease Control, CERT Coordination
Center at Carnegie-Mellon University, and IT-
ISAC, the Information Sharing and Analysis
Center for Information Technologies); during
second phase develop a model for information
sharing among state and local Chief Information
Officers.

Benefits to stakeholders: Beneficiaries will

include state, local and industry information

security and IT managers, as well as anyone
involved in managing threats and vulnerabilities
to information systems.

4. Summary of workshops
4.1 Role of digital government in America’s cities

The national debate on digital government
technologies, including the discussions at both
workshops, is based on a number of recognizable
benefits that these technologies can provide. &hes
often-unspoken factors will continue to change the
social context of information and public participat
and to motivate future investments in digital
government technologies. Before we summarize the
main conclusions of the two workshops, we expiicitl
list these factors.

» Connectivity: Providing new ways of connecting
people to government services and vice versa.

e Accessibility. Making information that was
difficult to reach easily accessible by ordinary
citizens

* Immediacy: Enabling people in different places
to communicate in real-time with each other.



* Portability: Allowing large and unwieldy
amounts of information to be easily duplicated,
modified and transported.

» Durability: Making information potentially more
accessible and stored more reliably.

e Quantifiability : Supporting the definition of
guantitative measures (e.g., statistical analyses)
government data.

These qualitative improvements describe the best
promise of information technology. Each of these
areas poses pitfalls and limits, as well as promise

As the scale of information systems has increased,
two sets of challenges have arisen, which comgicat
the positive promise of IT. One set of challenges
more recent, and is related to technology's linkohg
the macro, or universal information, with micro, or
local information. This set of challenges is refial

in issues of privacy, human computer interaction,
security, user authentication, distributed compmytin
and is related to the technical and sometimes
paradoxical limits of advancing technology. It is
easier for local governments to share authenticated
public information, than for them to authenticatel a
secure private information communicated directly by
citizens. Computer science can address a number of
these challenges.

Another set of challenges predates the onset @hdig
government and relates to social, political, and
resource constraints, which in the present case als
limit accessibility and connectivity within urban
environments, especially for local governments and
their constituents. As the local government funwio

of representation, adjudication, administrationd an
service transfer to electronic environments, new
problems of access, connection, security, and
authentication will arise. Social and structural
changes associated with the above advances have
particular consequences and pose unique challenges
in urban environments.

Dispersal of IT is heterogeneous within urban
environments. Urban structure, as reflected by bot
its physical and social (especially linguistic and
literacy) geography, is simultaneously rationald an
irrational.  Digital divides exist, both between
citizens and government, and within single
governments from agency to agency. Pressed by the
new computerized points of contact with citizens,
local governments are already making internal
bureaucratic budgetary changes as a result of
engagement in e-government, and are being reshaped
internally to conform to the logic of IT. Computer
science research within the context of urban e-
government must search for agenda that is feasible,
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of sufficient impact, financially and
institutionally  sustainable, and that
disseminated by industry.

thereby
can be

4.2 Summary of Chicago workshop

The Chicago workshop brought together a diverse
audience consisting of academic researchers from
various disciplines, developers of commercial

software, elected officials, and local government
administrators. The social sciences and public
administration drew the largest participation;

workshop discussions reflected the attendees’
background. Thus, the most valuable lesson learned
from the workshop was eustomer-orientediew of

the challenges facing computer scientists and
developers of digital government applications.

Workshop participants approached the computer
science themes in the four tracks (e.g., human-
computer interaction, computer security) from the

perspective of future users of these systems. This
kind of information can help academic researchers,
computer scientists and software developers in
understanding the ultimate requirements of digital

government applications.

Workshop discussions also offered a valuable
glimpse into the cultural, political, and institrial
difficulties that face widespread adoption of digit
government technologies in local government. A
point that emerged from multiple tracks is that the
current organization of townships and state
governments (i.e., the stovepipe model) is clearly
detrimental to the adoption of digital government
technologies. There was genuine hope that
technology may soon pave the way for a
comprehensive reorganization of local government
agencies by replacing the stovepipe model with the
more efficient life-event model.

Workshop participants also felt a strong need for
federal leadership in providing appropriate ledista
and funding for digital government initiatives. €éh
traditional funding models, which are geared
primarily toward pure research in a given field rave
universally deemed unsuited to promote the kind of
multi-disciplinary partnerships required for didita
government research. New funding models seeking
to create partnerships among public administrators,
academic scientists and software organizations are
highly desirable. Legislation is needed, for insts,

to guarantee privacy and confidentiality of citizen
information, for defining appropriate levels of
security and for sidestepping the multiple facefts o
the digital divide.

Along with the traditional view of the digital dike,
which is based on socio-economic factors, workshop



participants identified many additional divisions
among prospective users of digital government
technologies.  Ordinary citizens differ in their

language and computer skills, in their interests] a

in their attitudes toward computing in general and
digital government in particular. On the positive
side, workshop participants viewed the ubiquitous
presence of computers in schools and workplaces as
powerful mechanism for promoting computer literacy
and for overcoming the digital divide.

The workshop confirmed once again the existence of
significant cultural and lexical gaps among the
various disciplines involved in digital government
initiatives. Terms such as human-computer
interaction”, “computer security”, “durability of
information”, and “interoperability” have sharply
different meanings in different communities.

Although the workshop did not identify specific
computer science research objectives, participants
universally agreed that technological developments
are needed at least in the following four areas:

1. HCI and data visualization;

2. Computer security and privacy;

3. Software interoperability and networking; and
4

Reliability and durability of the information and
storage infrastructure.

These research areas are relevant to differenhtsxte
to various areas of government. Table 1 shows a
correlation between Computer Science research and
functional areas of government. To the traditional
three areas of policy-making, representation
(governance), and service delivery, we have added a
fourth area,compliance,which is likely to receive
significant attention in the post-9/11 world.

The area of policy-makingomprises such functions
as urban planning, housing, transportation, taratio
and environmental policies. This area is likely to
benefit significantly from new developments in data
visualization and handling heterogeneous data
sources, which explains the “very high” rating lire t
corresponding table entries. Policy-making is llike
to benefit also from improvements in the informatio
infrastructure, for instance, in safe archival and
retrieval of government data. The correlation to
security and trust is comparatively lower because
decision-support systems are generally not availabl
to the general public. Governance encompasses such
functions as representation, accountability, vating
citizen participation and advocacy. Being broadly
accessible, these functions will benefit signifityn
from improvements in HCI, computer security,
privacy, and interoperability; however, the
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requirement for a reliable storage infrastructuse i
likely to be less critical to these functions.

Compliance functions include the storage and

retrieval of criminal data, the dissemination of
legislation, real-time monitoring of criminal
activities, and inmate rehabilitation. Future

advancements of digital government technologies in
this area will depend critically on our ability to
protect sensitive information, resulting in a véigh
correlation with security, privacy and trust.
Technological improvements in the areas of
networking and the storage infrastructure may be
needed as well. Finally, service delivery comgsis
such areas as public administration, public health,
education, transportation, revenue collection, and
entittement programs. This area is quite similar to
governance; however, there is a higher level of
correlation with advancements in the storage
infrastructure, because the continuous availabdity
these government services to the general publi¢ mus
be guaranteed.

4.3 Summary of follow-up workshop

The follow-up workshop in Redondo Beach,
California confirmed the basic conclusions of the
Chicago workshop. The participants in the follop/-u
workshop also reaffirmed the difficulties in sedtin
specific computer science research directions djrea
evident in the Chicago workshop. The participamts
the follow-up workshop further recognized that
substantial empirical work and system building must
be performed before a computer-science research
agenda can be put into focus.

As with the Chicago workshop, participants in the
follow-up workshop also reaffirmed the need for new
funding models for digital government research.sThi
research is clearly highly experimental and
multidisciplinary. Moreover, the sheer size ofitiil
government systems will inevitably require large up
front investments. Unfortunately, traditional feale
funding models have generally skirted this kind of
work, and the public agencies would could benefit
most from new digital government systems do not
have the ability to fund substantial new endeavors.
Additional information about the follow-up workshop
can be found in the excellent report [5].

In summary, the conclusions of the two workshops
are remarkably similar, despite the different
disciplines represented at the two workshops. #&Vhil
attendance at the Chicago workshop was drawn
mostly from the social sciences and public
administration, the follow-up workshop was

overwhelmingly attended by computer scientists.
The difficulties in setting realistic short-term



Interoperability, o

H.Cl' L Security, networking, Reha@_hty,

visualization, . d dell durability,

universal privacy, and | modeling, storage

trust heterogeneous | :

access data sources infrastructure
Policy making | Very high Low Very high High
Governance | Very high Very high High Low
Compliance Low Very high High High
Service . . . .
delivery Very High Very high High High

Table 1: Correlation table between functional area of government and computer-science research theme

objectives for digital government research at both
workshops indicate that massive empirical and field
work is needed before the technological demands of
digital government applications are well understood

Three years after the workshops took place, an
interdisciplinary peer group for the continual
development and evaluation of this urban infornmatio
research agenda still remains to be constructed.
Contacts are still limited between information
officers in local government agencies and computer
scientists. Urban researchers who assist local
governments in addressing their problems, such as
planners, public management scientists, and other
social scientists, have extensive contact with lloca
governments, but limited contacts with computer
scientists. All of the above have limited comtac
with industry, which ultimately sustains the spredd
technological improvements.

We recommend the foundation of a research agenda-
setting body, comprised of local government
information officers, computer scientists, urban
affairs researchers, and industry, in associatiiim av
national professional organization of city managers
who shall annually propose research priorities for
NSF and other government initiatives. This group
shall also help recommend standards, common
terminology, benchmarks, and best practices faalloc
electronic government.
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5. Post-9/11 postscript

Without naming them, there are several scenarios in
which a portion of a city or an entire university
campus would be forced to evacuate indefinitelgraft
an act of terror.

The intellectual life work—the social and intelleaku
capital of thousands of persons, faculty, studearid,
staff—resides within the systems of a universitgd an
within other urban institutions. Should these
thousands of persons be forced to evacuate quickly
due to an act of terror, these persons might be tabl
pick up their work from another location if theycha
the foresight to see that a copy of their life'srkvo
was safely stored in a secure location far awamnfro
their home.

Individuals can take this precaution now—to save
their life's work and key personal files on elenito
media and send them to friends in other places.eSom
institutions do back up their critical records @mote
geographic locations. But we have yet to see the
wide-scale practice of systematically backing up
critical civic and institutional records in scattdrand
remote geographic locations using the resources of
the Internet.

In some sad future, we may see that an entire
university campus will have to relocate to another
place due to an act of terror. For the sake oftarédy
happier civilization, we do have to think aboutgbe
things, and make provisions for redundant storage



systems which will preserve not only scientific
research, but social, political, property, heakihd
economic data as well. We recommend further
research on developing such redundant storage
systems, which can assist in the rebuilding oesiti
and of critical institutions, if and when these feuf
acts of terror.
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