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The UIC Library strives to protect the privacy and confidentiality of its patrons, staff, and the general public in all interactions and transactions. The Library is conducting a privacy audit to discover and examine its current policies and practices regarding the collection, storage, and use of data that may be considered private or sensitive information by patrons, staff members, the public, and the law. 

The purpose of the audit is to evaluate the policies and practices to develop and recommend additional policies and procedures that will bring its handling of private or sensitive data into conformity with both the law and the core values of the Library and the profession.  
Each department is requested to look at all areas/units that may collect private and confidential information. This information may be collected and stored electronically or on paper.  Please complete a copy of the audit form for each individual area.  Each area should complete part one.  If the answer to the first question is none, then the audit is finished for that area.  If information is being collected, complete part one and go on to complete part two.  

Private and Confidential Information

Information can be both private and confidential.  For example, your performance evaluation form is private from almost everyone else in UIC Library.  It becomes confidential to those who have access to it, such as your immediate supervisor and Human Resources.

Most of the information UIC Library collects should be considered confidential.  Confidentiality exists when a unit is in possession of personally identifiable information about its patrons, staff, and the public.   It keeps that information private on their behalf. Confidentiality is each unit’s responsibility. This responsibility is assumed when a unit collects information such as patron registration lists, ID numbers, employee information (performance evaluations), home addresses, vendor information, and so forth.

Examples: 

· Voyager Patron Records

· Employment Information (Social Security Numbers, etc.)

· Contact Information (home addresses, home telephone numbers, e-mail addresses, etc.)

· Registration Information (home addresses, home telephone numbers, ID numbers, e-mail addresses, etc.)

· UIC Online My Account

How to Proceed

The privacy audit will ascertain what kinds of private information are collected in each unit and who has access to it. Please provide copies to all persons in charge of the information to complete.  Each area should complete part one.  If the answer to the first question is none, then the audit is finished for that area.  If information is being collected, parts one and two should both be completed.  Comments section is for random comments or questions.  

Timeline
July 26 – Receive survey

August 15 – All surveys returned to ASC

When in doubt as to whether information should be noted for your unit, note all information collected.  Chances are it is private information to someone.

If you have any questions, please contact a member of the Access Services Council listed below.  Thank you for your co-operation on this privacy audit.

Robert Daugherty, Chair  rad@uic.edu   312-996-2734

Emily Guss – eguss@uic.edu   312-996-8970

Ellen Schellhause – ershause@uic.edu   815-395-5658 

Ling Wang – lwang@uic.edu
Part One

UNIT ______













Date: _______

	
	Electronic
	Paper
	Comments

	1. What information is being collected?
	
	
	

	2. Why is this information being collected?

	
	
	

	3. Who is collecting this information?
	
	
	

	4. Who else has access to this information?
	
	
	

	5. How this information is being kept, and for how long?
	
	
	

	6. Where is the information being kept?
	
	
	

	7. How this information is being used?
	
	
	

	8. How is this information being secured?
	
	
	


Personally Identifiable Information 

Definition:  Information that identifies an individual, such as an individual's name, SSN, mailing address, phone number or email address which is used to associate the individual with his or her activities.

Confidential Information:

Definition:  Information kept private by law or practice.  Information collected as part of interactions with library units or otherwise available*.  Information maintained by University agencies that is exempt from disclosure under law. The controlling factor for confidential information is dissemination
* examples: patron records in Voyager, including other I-Share libraries

Part Two
Unit ________













Date ________

	Question


	Electronic/Paper
	Comments

	1.  Is the information personally identifiable or confidential?  If so, indicate which it is.
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	2.  What information is moving intra-departmentally or intra-personally and to whom within UIC Library is it moving?
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	3.  What information is moving to third parties outside of UIC Library?
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	4. What information is being received from third parties outside of UIC?


	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	5. What information is moving across    state/national boundaries?


	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	6. Does the department/unit/office inform members about how it uses their information when they join?


	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	7. Does the department/unit/office regularly ask patrons to update their records?


	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	8. Does the department/unit/office maintain patron lists outside of UIC?  If so, are patrons able to opt out of receiving promotional materials?  What choices are available to the patrons regarding control of collection, use and distribution of information?


	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	9.  How does the unit ensure the integrity of the personal and/or confidential information?  (both within or if it goes out the unit)
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	10.  Does the department/unit/office automatically add members to its patron email list(s)?
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	11.  Does the department/unit/office have a strategy for using the information it collects?
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	12.  How does the department/unit/office inform its members about policy changes?
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	13. What information does the department/unit/office collect without a user's explicit knowledge and/or consent?  What is the unit doing with the collected information?


	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Personally Identifiable Information 

Definition:  Information that identifies an individual, such as an individual's name, SSN, mailing address, phone number or email address which is used to associate the individual with his or her activities.

Confidential Information 

 Definition:  Information kept private by law or practice.  Information collected as part of interactions with library units or otherwise available.  Information maintained by University agencies that is exempt from disclosure under law. The controlling factor for confidential information is dissemination
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